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What is demanded? What are the goals?

— Appropriate and proportionate technical, . Security of the EU and effective
operational, and organizational measures 3 functioning of its economy and
for IT security (risk management) - society by

—> Notification and reporting of security . — Building cybersecurity capabilities
incidents 0 ;

. —> Ensuring continuity of essential

—> International and interdisciplinary ' services in critical infrastructures
communication and cooperation regarding . by mitigating threats to their
cybersecurity . network and information systems

e https://www.lancom-systems.com/fileadmin/images/solutions/network security/LANCOM-infographic-NIS2-in-a-nutshell.png

* https://www.enisa.europa.eu/topics/vulnerability-disclosure



https://www.lancom-systems.com/fileadmin/images/solutions/network_security/LANCOM-infographic-NIS2-in-a-nutshell.png
https://www.enisa.europa.eu/topics/vulnerability-disclosure

https://cvd.cert.lv/

IEVAINOJAMIBU ZINOSANA

[ CVD PLATFORMA

& Zinas ®BU) v 3 programmas 3 publiskotie zinojumi

Ievainojomibu zinosanas platforma paredzéta valsts parvaldes iestGzu un Latvijaos republika
registrétu uznémumu resursos identificéto ievainojamibu zinosanai un zinojumu apstradei.

Platforma ir publicéta informacija par visam iestadém un iznémumiem, kuri brivpratigi iesaistijusas
koordinétas ievainojamibu atklGsanas procesa un noteikusas resursus (sadala “Programma”), uz
kuriem ievainojamibu zinosana attiecinama. Platforma tiek registréti visi ievainojamibu zinojumi
un ar to apstradi saistita komunikacija starp iesaistitajam pusém.

c ERT.LV 2025 © Platformas Par Informacija Personas datu
Ty CERT.LV lietosanas mums sazipai apstrades
noviesangs R noteikumi kartiba
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Program

Zinas ®BY v B progr

Sakums Programmas Visas

ALL - CERT.LV Klientiras
ievainojamibas / LV resources

LV: Programma paredzéta ievainojamibu zinosanas
platforma cvd.cert.lv neregistrétos resursos atrasto
ievainojamibu zino3anai. Ja drosibas pétnieks ide...

= 0 Resursi 0 106 Zinojumi

RIGAS TEHNISKA
UNIVERSITATE

Rigas Tehniskd universitate

Rigas Tehniska Universitdte ir vieniga daudznozaru
tehniskd universitdte Latvijd, tas darbibas pamats ir
zindtne, inovécijas un sadarbiba ar industrij...

i= 2 Resursi T 0 Zinojumi

Kiberincidentu
novérsanas institdcija

CERT.LV

CERT.LV publiska programma ir izveidota, lai
izzinotu CERT.LV valdijuma esoZos resursus, kas ir
pieejami testé3anai. Informacijas tehnologiju
drosibas...

2 Resursi ) 19 Zinojumi

VIDZEMES

C

Solo ]l MaN HECEA

Vidzemes slimnica

Sabiedriba ar ierobeZotu atbildibu "Vidzemes
slimnica” ir regiondla daudzprofilu neatliekamdas
medicTniskds palidzibas Grstniecibas iestdde, kas
nodros..

i= 6 Resursi ) 4 Zinojumi

1
RIGAS MEZI

SIA “Rigas mezi” ir 2008. gada dibinats pasvaldibas
uznémums. Tas ripé&jas par apm. 63 tikst. hektariem
meza, 453 hektariem Rigas darzu, parku un apsta...
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Liepgja

Liepajas valstspilsétas pasvaldiba

Liepdjas valstspilsétas padvaldiba. Pasvaldiba ir
atvasindta publiska persona — viet&ja parvalde —,
kurai ir iedzivotaju ievéléta Iéméjinstiticija — d...

i= 5 Resursi T 12 Zinojumi

Jormala

Jormalas iedzivotaja karte

Jormalas valstspilsétas administracija (paivaldiba)
izmanto publisko resursu https://karte jurmala.lv, kas
nodrosina pieteikdanos pilsétnieka (*JOrmal..
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LATVIJAS BANKA

EIROSISTEMA

Latvijas Banka

Latvijas Bankas mérkis ir uzticama finansu sistéma,
attistita valsts un partikusi sabiedriba. No skaidras
naudas aprites un &rtas maksGjumu infrastruk..

i= 3 Resursi ) 9 Zinojumi



Vulnerability reports by researchers
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The problem

Data are collected on CVD reports after they are closed, but
this information and its metadata are not analyzed

Objective — To develop a prediction model that, based on the
metadata of CVD reports, can identify potential future
vulnerabilities

Hypothesis — CVD metadata can predict future vulnerabilities



Subject of the study

Research object — A prediction model that, based on the
metadata of CVD reports, can identify potential future
vulnerabilities



Scientific novelty/innovation

A new perspective will be offered in cybersecurity on the use
of CVD metadata

Practical significance: improved vulnerability management,
early risk identification, and preventive protection — all of
which are crucial in the current geopolitical context to
strengthen national cyber resilience and remain a strong
opponent



Practical significance

If it is possible to predict future vulnerabilities, it is possible to
act proactively and reduce the exposure to vulnerabilities in
information technology

By analyzing vulnerabilities in Latvia’s IT ecosystem, it would

be possible to identify the common typical vulnerabilities in
Latvia’s IT environment. This would enable the development
of various recommendations and different types of strategic
policy decisions



Materials and methods

Data will be obtained

All the data will be anonymized

The data will be grouped into different categories (Institution,
Researcher, Vulnerability, IT Security Specialist)

Several predictive modeling approaches will be developed
The data will be analyzed based on the developed models
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