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Vulnerability reports by researchers



Vulnerability reports by researcher



The problem

Data are collected on CVD reports after they are closed, but 
this information and its metadata are not analyzed

Objective – To develop a prediction model that, based on the 
metadata of CVD reports, can identify potential future 
vulnerabilities

Hypothesis – CVD metadata can predict future vulnerabilities



Subject of the study

Research object – A prediction model that, based on the 
metadata of CVD reports, can identify potential future 
vulnerabilities



Scientific novelty/innovation

A new perspective will be offered in cybersecurity on the use 
of CVD metadata

Practical significance: improved vulnerability management, 
early risk identification, and preventive protection — all of 
which are crucial in the current geopolitical context to 
strengthen national cyber resilience and remain a strong 
opponent



Practical significance

If it is possible to predict future vulnerabilities, it is possible to 
act proactively and reduce the exposure to vulnerabilities in 
information technology

By analyzing vulnerabilities in Latvia’s IT ecosystem, it would 
be possible to identify the common typical vulnerabilities in 
Latvia’s IT environment. This would enable the development 
of various recommendations and different types of strategic 
policy decisions



Materials and methods

Data will be obtained

All the data will be anonymized

The data will be grouped into different categories (Institution, 
Researcher, Vulnerability, IT Security Specialist)

Several predictive modeling approaches will be developed

The data will be analyzed based on the developed models
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